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Web3 and the Potential Transformation of Identity

In a previous research note, we discussed the history and evolving definition of the metaverse. The 
attempt to set a proverbial stake in the ground as the foundation for productive conversation was well-
intentioned but, in the end, had the impact of an old man yelling at clouds. The technology sector 
wants to argue about this for a while longer, and it’s best to stay out of the way. 

But how are technical and product leaders, attempting to be prepared for, or even lean into, what 
could be a real ground-shaker evolution in life on the internet, supposed to make any progress? To 
start, we’ll have to separate noise from the signal. The noise of the metaverse is the user experience 
(AR, VR, Immersive 3d, 2d, one or many, etc.). The signal is many of the new technologies that will 
enable those experiences that have already started to permeate products and services in active 
use with the promise of a more secure, transparent, and interoperable internet experience. These 
innovations center around blockchains and have been coined “Web3” by those who coin such things. 

Blockchains, the core component of Web3 technologies, have received a lot of press lately as part 
of highly controversial cryptocurrency initiatives. But the same technology that tracks ownership 
and movement of digital currencies can be repurposed to manage identity on the internet. The 
implications far outweigh cryptocurrency in terms of immediacy and likelihood, particularly in the 
enterprise communications sector. 

Web3 – and specifically blockchain-based decentralized identity – offers the promise of substantially 
reducing vendor risk derived from storing user data, reducing investment in data privacy compliance, 
and shifting market emphasis more towards the development of best-of-breed solutions. In the 
process, these shifts could spur substantial product innovation that – ultimately – provides users with a 
much better experience. 

This is a highly dynamic time for the metaverse (as with the beginning of anything new), and the 
“facts” can change with little or no notice. The ideas presented in this series will not be static and will 
benefit from your feedback. Please reach out with comments, corrections, and your thoughts. You can 
reach me on Twitter, LinkedIn, or email.
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So then…What is Web3? 

Web3 is a name given to the idea that the technical underpinnings of the internet will evolve to 
include blockchains, the distributed ledger system first conceived in the Bitcoin Whitepaper. It is 
important to note that blockchains are distinct from cryptocurrencies. While blockchain capabilities are 
needed to track and manage cryptocurrencies, blockchain technologies can be applied in ways well 
outside any notion of digital money. 

The internet operates on protocols. TCP/IP is a set of transport protocols for networked devices. 
HTTP/S is an application layer protocol for messaging between clients and servers. SIP is a signaling 
protocol involved in delivering voice, video, and messaging applications. You have likely heard of 
these protocols, even if you aren’t entirely sure how they operate or what they do. We can think of 
blockchains as another of these protocols that manages ownership. How it establishes ownership, in 
turn, opens new possibilities for how customers interact with businesses on the internet.

The Blockchain
Conceptually, blockchains are simply a digital ledger, like a database, but this one is decentralized in 
that it is copied on hundreds or thousands of computers on a network. This decentralized database 
keeps data in blocks rather than in cells or tables. Every time a blockchain-based transaction is 
completed, all the ledgers get the update in the form of another block (or part of another block), and 
the new block is added to a chain of all the previous blocks. These blocks are immutable, meaning 
they cannot be edited, deleted, or destroyed, so all transactions must be additive.

Decentralization by itself offers a benefit to users. The world is currently seeing the impacts of 
centralized controls in myriad ways. Examples include the Canadian government seizing the assets 
of protesters, exorbitant fees paid by those wiring money to their home country, data breaches at 
some of the largest corporations, and shifts in ownership of a social network leading to massive 
changes in censoring policy. All of these are natural results of centralizing great stores of data, control 
of technological systems, or control of our financial systems. Having no central authority to validate 
these transactions means there is no single choke point that can limit the ability of people to trade or 
communicate.
 
The decentralized nature of the blockchains provides some additional benefits:

• Security: Multiple levels of security are part of blockchain solutions, but the technology’s security 
foundation rests upon the distributed nature of the ledger. If anyone seeks to alter a block 
(ergo, steal from someone else on the chain), their copy of the ledger would be out of sync with 
all the other nodes, and one of a set of consensus models (proof of work or proof of stake)
would invalidate the alteration as out of sync with the rest of the copies. The way the blocks are 
constructed (all the transactions in the block are converted into a long string of numbers and 
letters known as a hash. Each block then contains its own hash and the hash of the previous block) 
means that the further back in the chain you want to alter something the more massively out of 
sync your chain would be with everyone else’s and therefore very easy to invalidate. The security of 
a transaction actually increases over time. 
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• Transparency: Since the blockchain is an open standard, anyone can see any transaction on the 
chain. This transparency is expected to simplify and reduce fraud in a number of cases. Accounting 
and banking where audits are required, more tamper-resistant and equitable elections, establishing 
a clear chain of ownership to track things like environmental health and safety violations. It must 
be mentioned that the transaction, as it is recorded on the chain, does not necessarily include 
all of the terms of the transaction, only that a transaction took place between two wallet IDs 
(more on that in a minute). Sensitive details can be kept quiet. However, secrecy stands out in an 
environment built for transparency. 

• Openness: Since their inception, blockchains have been based on open standards. No other 
option is viable, given the absence of a central authority to manage things. Blockchains’ embrace 
of open standards makes them well-suited to serve as a layer of commonality that can support a 
wide array of internet applications.

Blockchain — More than a Ledger
Blockchains have proven to be a reliable way to create consensus. Everyone participating in the 
network agrees that the contents of a block are true and secure. The first application of this technology 
was to reliably transact Bitcoin and the other cryptocurrencies that have developed. The aggregate 
market cap of all cryptocurrencies peaked in November of 2021 at just more than $3 trillion, with more 
than $100 billion moving daily. While the market is rife with speculators, a large number of very real 
financial transactions also are taking place as users attempt to mitigate some of the costs associated 
with using the traditional financial system.

Over time the DeFi (Decentralized Finance) market developed, which applies blockchain 
technology to transactions of other financial instruments. The DeFi market is expected to be worth 
more than $500 billion by 2028. This $500 billion will consist of peer-to-peer financial transactions, 
such as loans. Users of Defi apps can submit the details of the loan they need and be matched with 
individual lenders willing to make that loan. The respective parties can set their terms for interest rate, 
term, collateral, or anything else, and any transfer of ownership is tracked on the blockchain.

But what if we could do more than just track transactions in the blockchain? What other things could 
be documented in our secure, transparent, and open distributed ledger?

Smart Contracts  
You can think of a smart contract very similarly to a traditional contract in that it is an agreement 
between two parties that lays out the rights and responsibilities of both parties. In the case of a smart 
contract, the agreement is between two systems. One of the major differences between traditional 
and smart contracts is that a smart contract is automatically executed when certain conditions are met, 
and no human intervention is required. The contract lives in the blockchain; it cannot be altered once 
it is in place and will execute when the defined conditions are met. Use cases for smart contracts have 
already been found and implemented in logistics, banking, government, insurance, and real estate. 
Still, as the communications market becomes increasingly focused on integrations with tools in the 
user’s workflow, it is possible to imagine the flow from meeting and call to agreement and fulfilment 
being automated with a combination of conversational AI and smart contract technologies.
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Non-Fungible Tokens 
A Non-Fungible Token, or NFT, can be applied to any digital asset (but is most commonly used for 
images, music, video, and in-game items). While these digital assets can be copied, the blockchain 
can make a record of the original purchase and its owner. This tool creates the equivalent of market 
scarcity because there is only one original produced and encoded as an NFT.

As NFTs are built around the open standard of the blockchain, they are transferable. One could 
purchase or earn an NFT in one web experience and bring it to another experience. If I earn a network 
certification that is validated with an NFT designation, prospective employers can reference the 
blockchain records to verify that I received the specified certification. In theory, I would be able to post 
that badge on my LinkedIn profile and on any site where I have a profile (assuming it supports NFTs).

While NFTs have descended into a punchline as the early attempts to monetize the technology 
centered around overpriced pictures of apes and digital purses, we would do well to avoid 
dismissing the technology underlying all the hype and silliness. Webex recently released an audio 
watermarking feature to protect corporate IP. One can envision minting each downloaded meeting 
recording as an NFT with a defined owner to further secure the content of highly sensitive meetings. 
NFTs have already found use cases in entertainment, banking, utilities, healthcare, sports, and myriad 
other industries.

Crypto Wallets
As users begin to acquire and trade in cryptocurrency, agree to smart contracts and acquire NFTs, it is 
essential to have a place to keep all of these digital assets.

In the current iteration of the internet, and for much of the real world, assets are held by various 
custodians. Banks hold our money, exchanges hold our stocks, Facebook and Twitter hold our 
connections, LinkedIn has our resumes and references, and Amazon/Microsoft/Google/Apple hold our 
pictures and documents. Every one of them has some portion of our personal data. 

Crypto wallets were initially created to manage the public, and private keys are required to send, 
receive, and store cryptocurrencies. This puts the user as the custodian of their finances, not a bank 
or credit card company. In recent years, like everything in the crypto world, their capabilities have 
evolved to include the storage of NFTs and the signing of smart contracts, and the evolutions continue 
to grant users more custodial control over their digital assets.
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While vendors sort out how to build the metaverse and the market decides if it has any genuine 
interest in playing or working there, it is undeniable that Web3 technologies are filtering into the 
mainstream of technology. As mentioned, we must distinguish the silliness of early-stage monetization 
efforts from the long-term value of a technology. Wainhouse frequently uses the analogy of Vitamin 
versus Painkiller when discussing the value of technology. Vitamins promise long-term, possibly 
indirect, benefits and can be considered optional. Whereas painkillers solve a direct and immediate 
need.

One of the largest and most immediate needs of the modern internet experience is to improve the 
security and manageability of user identity.

The Current State of Identity
The identity of a user on the internet is often confused with credentials. User credentials (think login 
and password) are simply a means of protecting a part(s) of the user’s identity. The user identity is 
all of the information about the user aggregated into a picture of the “self.” This includes finances, 
files, settings, behavioral preferences, contacts, comments, avatars, and anything else that represents 
the self in online experiences. Today many of these pieces of the total identity are held in a custodial 
model by a small number of giant corporations and monetized to the detriment of the user’s 
sovereignty. 

In the enterprise communications market, two major custodians of identity are Microsoft and Google. 
These companies are typically addressed as “Productivity” vendors, but their ownership of identity is 
at the core of their empires. The identity in these cases is your MSFT or Google account, and it allows 
for the provisioning of all other productivity and communications tools.

Identity, and the current state of that identity called “presence”, serve as the dial tone for unified 
communications tools. For everything from direct messages to video meetings, presence indicators 
serve as a signal that individuals are available and ready to collaborate in real-time. As such, vendors 
that control identity – most notably Microsoft and Google – will have an advantage in steering users to 
employ their communications solutions.

Of course, other communications vendors have created their own user accounts and their own 
presence. But these vendors will be perpetually relegated to be the secondary use case, holding 
on for dear life while the productivity vendors grab increasingly large shares of the communications 
market. Innovation in communications may be cool, but identity sits at the core of the business 
productivity experience and is fundamental to driving the adoption of new communications solutions.
 
The custodial identity model is the root cause for the decline in personal privacy, hacked or 
stolen identity reportedly impacting 28% of all internet users, and a wholly unnecessary level of 
inconvenience and friction in our experiences as users attempt to manage all their different accounts 
each with a sliver of their identity. In addition, it is central in pushing the communications market into 
ever larger bundles of other products as communications tools are commoditized to the detriment of 
users. The model is broken. It’s getting worse, but blockchain offers a means to transform the role of 
identity in shaping the competitive landscape of the enterprise communications technology segment. 

Where Do We Go From Here?
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Identity in Web3
The concept of decentralized identity (DCI), sometimes called self-sovereign identity (SSI), is a 
system that replaces the centralized, custodial model of identity management with a model that 
provides users a higher degree of control over their data, transparency over who is requesting what 
data and a degree of interoperability as the data, in the hands of the user, is brought with them from 
experience to experience.

In the decentralized model, users store their personal data in a cryptographically secured wal-
let. When the user wants to interact with a vendor or service, the user can present their Wallet ID, 
choose which data to release to that vendor, and control the amount of time that the vendor has 
access to that data to avoid becoming the victim of a data breach or other adverse impacts arising 
from the mishandling of their data.

For example, I would give the site my wallet ID to complete the online purchase of a computer. The 
vendor requests my name, address for shipping, and payment details (credit card number or a direct 
request for a cryptocurrency transfer). I can approve that information transfer and set a time limit, 
or my wallet (being intelligent software) can suggest a timeframe, and I can approve it. Additionally, 
the vendor could add data to my wallet, so if I went to a different site to purchase extra memory for 
a computer, I don’t have yet, the data on what I bought would be in my wallet and accessible (with 
permission from me) to the memory vendor. The data is securely held, transparently requested, and 
granted, granularly controlled, and portable. 

In cases where data has been issued, like a driver’s license or passport, the wallet can store the 
passport number and the issuer, the US Department of State, in this example. The vendor can then 
call out to the issuer with the passport number and the wallet ID and verify that they are the same 
person.

Many organizations are working to lay the foundation for all of this now. The Metaverse Standards 
Forum has an exploratory group of 13 industry leaders working to establish an open framework for 
identity management. The Decentralized Identity Foundation is developing the foundational com-
ponents for an open, standards-based identity system. And there are, of course, companies bringing 
products to market, 1Kosmos, Civic, Nuggets, and are dipping their toes in these waters among a 
host of others.

Identity in Communications
Enterprise communications providers become custodians of identity as they gather data and create 
identities for various reasons, basic user accounts, meeting attendees, event attendees or speakers, 
external messaging contacts, and so on. The creation and storage of any of these identities create 
several risks for the vendor:

• Any data collected and stored is a target for a hack. In the case of communications, this could be 
the leak of personally identifiable information (PII), personal financial data, any documents stored 
in the system by the user, or information sensitive to the organization. In significant data breach-
es, the civil litigation process can consume enormous time and money. In 2020, US-based credit 
reporting company Equifax settled a data breach case for $575 million. British Airways settled a 
similar case for $230 million. Uber $148 million, Yahoo $85 million, Tesco Bank $21 million. The 
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fines are high but may only be the beginning of the costs. In Q2 of 2019, a full two years after the 
actual breach, Equifax announced they had accrued a total of $1.35 billion in costs associated with 
the mishandling and loss of customer data. 

• Data privacy laws and regulations are a constantly moving target. The EU led the charge with 
GDPR. The US Federal government appears happy to let the states sort it out, which has resulted 
in similar but varied laws in California, Utah, Colorado, and Virginia, with more to come. Thailand, 
Switzerland, Australia, Bahrain, Brazil, Canada, Hong Kong, Ireland, Japan, New Zealand, the 
Philippines, and 30 more countries have passed their own data privacy laws. They all change as the 
local definition evolves on what is ok and what isn’t. Failure to comply with these moving targets 
can result in steep fines, as Amazon found out in July of 2021 when they were fined $847M for 
their handling of customer data. If Amazon is having trouble getting this right… 

• The current software market rewards those that provide personalized experiences and that person-
alization is enabled by identity. But custodial identities can never be as broad and rich as a decen-
tralized identity because they’re silos. They only consist of the data one vendor can gather about 
a customer versus the aggregated identity of all the user’s interactions on the internet, assuming 
they opt to share it with you. Design and Product teams constantly try to balance the value they 
want to provide the customer against the data required to offer that value. Every piece of data col-
lected represents a risk, as discussed above, but it also represents an intrusion on the user, so most 
communications-related product teams attempt to limit the data they demand to provide service, 
which reduces the ability to provide value and limits innovation in communications experiences. 

At this moment, the state of identity in communications is a mess, and in all the briefings and strategy 
sessions and roadmap consultations, conference keynotes, and breakouts…no one seems to be work-
ing to solve it. It has become an accepted part of the status quo, an assumed cost, a known limit. We 
have to change that thinking.



THE METAVERSE AND WORKPLACE COMMUNICATIONS, PART 2 9

The Journey Ahead

The mass adoption of decentralized identity technologies is likely five-to-ten years away. Blockchains 
are still in their infancy; most companies working on this are startups, and – candidly - convincing a 
CTO that they need to rethink their entire customer data structure is a tough sell. But that’s why it is 
essential to start early.

No one should expect the current masters of identity to relinquish their position easily. Still, if vendors 
without that position want to alter the current course of the market, they need to change how we ap-
proach identity. “Secondary vendors” in the communication space are still sufficiently large that their 
support of any of the current DCI projects could provide much-needed momentum. If several commu-
nications vendors were to sign on to the same project, the transformation from custodial identity could 
happen much more quickly.

In fact, with DCI as a foundation, it is easy to imagine a market that turns much more toward best-of-
breed solutions that can be very deeply integrated with minimal effort as the user brings with them all 
the data they need for their session to be personalized in a way that cannot be accomplished today. 
By enabling the return of best-of-breed solutions, the market to return to real innovation and get out 
of releasing yet another goat avatar for my video.

Much of this is starting at the edges of the market now. Call.com has already announced intentions 
to support Web3-enabled communications. Mastodon is a decentralized social media app for those 
seeking refuge from the chaos of Twitter. Dust is a decentralized messaging app co-founded by Mark 
Cuban, and OpenStream World offers a decentralized streaming network for events. 2022 brought 
approximately $200 billion in venture capital into the market.  We can expect 2023 to be a bit slower, 
but there was more than $150 billion raised in the first 3 quarters of 2022, which creates tremendous 
momentum for investment in the Web3/decentralized technology space.
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Data is at the center of many businesses and is treated as a sacred cow by most. Alterations to the 
data layer of an organization can elicit fearful responses. But compare the pain of evolution in this data 
layer to the pain of antiquated customer experience, a data leak event, or being found noncompliant 
in any of the jurisdictions where you do business. Then add the ongoing costs of avoiding those ad-
verse outcomes, and the decision to get as out of the data business as possible starts to feel intuitively 
correct. 

The metaverse is still in the arc of its genesis. We will likely not know precisely what it is or what it is 
suitable for until our avatars have wandered around in it for a few years. What is much clearer today 
and worthy of consideration are the Web3 technologies underpinning this new way to consume con-
tent and connections on the internet. The journey toward the next version of the internet will be long 
and messy, but software vendors and service providers can create value for customers while we’re all 
on the journey. 

Next time we’ll discuss the specific value and use cases of shared virtual and augmented spaces in 
enterprise communications. 

Recommended Reading/Listening

There’s nothing like deeply nerdy reading and listening during the holiday season. To help you devel-
op your view of the technologies and ideas discussed here, we recommend the following:

From Part 1: 

• The Metaverse Primer by Matthew Ball (9 parts ~ 2 hours total reading time)

• Into the Metaverse Podcast On Spotify (13 episodes ~40 minutes each) 

• Lex Fridman Podcast with Mark Zuckerberg On Spotify (~2 hours)

Part 2: 

• The Metaverse: And How It Will Revolutionize Everything – In the months since part 1, 
Matthew Ball has released, which builds upon the essays referenced in part 1. 

• Decentralized Identity: The Direct Presentation Model by Pamela Dingle, Director of Iden-
tity Standards at Microsoft (5 parts ~1 hour total reading time)

• Web3 Academy’s Web3 Rabbit Hole Course (Free 5-session course)

• Blockchain and Web3: Building the Cryptocurrency, Privacy and Security Foundations of 
the Metaverse by Winston Ma and Ken Huang

• After that, just run down any rabbit hole you find attractive. They abound in the Web3 space.

Wainhouse Research is not affiliated with any of these creators beyond consuming their content.
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